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Agenda

* Network security enhancements

* IBM eServer i5/0S (0S/400) security enhancements
 Application security enhancements

 Additional information

© 2004 IBM Corporation

iSeries. mySeries.



<|||

2

@ server’
Network security enhancements

» Kerberos, EIM support.
 Universal Connection Wizard

* Virtual Private Networking (VPN)
« Secure Sockets Layer (SSL)

* New cryptographic APIs

* Digital Certificate Manager (DCM)
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Enterprise Identity Mapping (EIM)
and Kerberos
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Enterprise Identity Mapping (EIM)

* EIM overview

* EIM — Wizard enhancements

* Synchronize functions wizard

« Mapping policy support

» User profile command enhancement
* Enabled OS/400 applications
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Enterprise Identity Mapping - Overview

Enterprise Identity Mapping (EIM) is
a mechanism for mapping
(associating) a person or entity to

Windows 2000 Server

. . .y . E BM Domain Controller
the appropriate user identities in Jsmith EL_ JIE ] o
various registries throughout the == kdetisomycocom Seneshlisomyco.com
enterprise
realm = itso.myco.com
EIM provides an infrastructure thatggnes -L I
lowers the expense for application .~ JonSmith gwaron Jones
eros principa Jsmith ones
developers to provide single  sign- iSeries Ausername | Jonns Sharonj
on solutions iSeries Busername | Qmjthjo Jonessh
zSeries C username | Smithj Joness?2

\

E

user registries associated with OS
platforms, applications, and middleware.

IM defined: Identity associations across iSeriesBitso.myco.com

zSeriesC.itso.myco.com
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Notes: Enterprise Identity Mapping - Overview

Enterprise Identity Mapping (EIM) provides an infrastructure that lowers the expense for application
developers to provide single sign-on solutions. OS/400’s exploitation of EIM and Kerberos, along with
exploitation by other IBM ~ platforms and IBM software, provides single sign-on capabilities. This, in turn,
provides users, administrators, and application developers the benefits of easier password and user
identity management across multiple platforms — without changing the underlying security schema.

EIM allows for OS programmers and ISVs to independently implement support for a single sign-on
environment without having to wait for support from a specific product vendor.

EIM is part of IBM’s Autonomic Computing initiative, which goal is to give businesses the ability to manage
systems and technology infrastructures that are hundreds of times more complex than those in existence
today.

The initiative represents the next stage of development under new tools. Self-managing servers are the
ultimate in new tools for our customers. They're self-optimizing, self-configuring, self-healing, and self-
protecting.
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EIM — Wizard enhancements

* An EIM domain can be created locally as well as remotely

» Requirements for remote server EIM domain controller are
— iSeries server with V5R2 and the latest LDAP PTFs installed
— iSeries server running VSR3
— Server running IBM Directory Server V5.1 or later
— LDAP server supporting LDAP V3 and the EIM schema

=10l x|

= \| This wizard will creste and configure sn EM domain on & Directory server in the network.
Thiz Directory server will become the domain controller for your nesw EIM dormain. You can
B configure the Directory server on the local systemn, or specity a remote Directory server to
J‘ he the domain contraller for the damain.

where oo you seatt 1o configure wour EIM datnain?

Help | ?l = Back Mext = Finisty | Cancel |
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Notes: EIM — Wizard enhancements

The EIM configuration wizard in V5R3 allows you to create the EIM domain controller on a remote system.

Prior to V5R3, the EIM domain controller was automatically created on the system the wizard was running
on.

The requirements for the remote server to be able to act as an EIM domain controller are as follows:
*An iSeries server with V5R2 and the newest LDAP PTF’s installed

—The PTF’s will update the schema to include the V5R3 EIM schema extensions.

—A list of PTFs can be found at: http://www-1.ibm.com/servers/eserver/iseries/ldap/whatsnew41.htm
*An iSeries server running 0S/400 V5R3.

*A system running IBM Directory Server V5.1

*A system running a LDAP server that supports LDAP version 3 and has its schema extended to support the
EIM schema.

The EIM schema definition can be found in InfoCenter under Security and Directory Server->Enterprise
Identity Mapping (EIM)->EIM concepts->LDAP concepts for EIM->EIM schema for LDAP.
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H& iSeries Navigator
File Edit View Help

oynchronize Functions - Welcome

BB XE | PGS

I Environrnent: My Connections

i aso
a0

[ @i Management Central (As25)
= H My Connections

1
b

Cpen
Customize this View
Connection to Server

Run Cormmand, .,
Send Message. ..
Display Ermulatar, ..

Users and iaroups
Invenkary
Manitars

Fixes

Collection Services.

em Yalues

k
3
3
4
L3
3

System Skatus

Application &dministration

Security Hote:

Wiglcome to the Synchronize Functions wizard. This wizard helps you synchronize the configuration of 2elected
functions across multiple 2ystems based on & madel syatem,

Here are the functions you will be able to choose from later inthe wizard.
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o =10l x|

ritit al[gle}

To compare and update system values, exit this wizard and select System Values -= Compare and Update.

Synchronizing functions can involve sending sensttive information (passwords, for instance) across the netwaork,
You should configure Management Central to use SEL to encrypt thiz information, ezpecially if thiz information is

being sent outzide of your LA,

909 Metwork Authentication Service (Kerberos)

et = I Fifizh I Sohedule Cancel

Compare and Update. ..
Expoart...

E E'"@
i
E Add a

Back Up Systen, .,

() Install  Propettiss Ru i Ch
& Ins Il“l Wi
@Dins b D He

Synchronizes selected functions accross selected endpoint systems. 4
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Notes: EIM — Synchronize functions wizard

Starting with V5R3, you can use the new Synchronize Functions wizard in iSeries Navigator to propagate
network authentication service (Kerberos) and EIM configurations to a group of V5R3 systems. You can
select a model endpoint system and a set of target endpoint systems, and then use the wizard to duplicate
the model system's Kerberos and/or EIM configurations on the specified target systems. Synchronizing these
functions from the model system saves you time by eliminating the task of individually configuring each
function on each target system. Management central is being used for the synchronization process.
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EIM — Mapping policy support

* Allows you to enable and disable use of policy associations
— For the entire domain
— For each specific target user registry

* Provides many-to-one mappings

* Mapping lookups using policy associations are disabled for the domain

w- | asz0

= | Asz3

E!u;; Basic Operations
=B work Management
+ igur and S

=10l =

= windows Administration
Enterprise Identity Mapping

[As2
3 2qis
entifiers i
Create Shorkout il I Cancel HElFI | rd |
Customize this Yiew »

Access Contral...

! s
il ©ddaconnec tion
& Install additional components
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Notes: EIM — Mapping policy support

The V5R3 EIM mapping policy support allows you to use policy associations as well as specific identifier
associations in an EIM domain.

You can create and use policy associations to define direct relationships between user identities in different
user registries. A policy association provides a means of creating many-to-one mappings between a source
set of multiple user identities in one user registry and a single target user identity in a target user registry.

The new mapping policies provide the following many-to-one mappings for:

eUnknown users of the entire domain to a single user for a specific target registry
eUnknown users from a given source registry to a single user in a specific target registry
eCertificate distinguished names via a filter to a single user in a specific target registry

The default setting for the EIM domain is that mapping lookups that use policy associations are disabled for
the domain. So, all mapping lookup operations for the domain will return results only by using specific
identifier associations between user identities and EIM identifiers. You have to explicitly enable this support
within iSeries Navigator.
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EIM — User profile command enhancement

 Additional parameter EIMASSOC
— CRTUSRPRF
— CHGUSRPRF

* Defines EIM identifier association for user profile in local registry
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Notes: User profile command enhancement

An additional parameter, called EIMASSOC, has been added to the Create user profile (CRTUSRPRF) command
and the Change user profile (CHGUSRPRF) command.

The EIMASSOC parameter allows you to define EIM identifier associations for the specified user profile for the
local registry.

In order to use this parameter, you specify the following:
*EIM identifier

ean action option for the association (*ADD, *REPLACE or *REMOVE)

ethe type of identifier association (target, source, both target and source, administrative)
ewhether to create the specified EIM identifier if it does not already exist

This command function complements the original V5R2 iSeries Navigator interface to add an association to an
EIM identifier.

© 2004 IBM Corporation
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Kerberos and EIM enabled OS/400 applications

» Host servers (used by iSeries Access for Windows)

» Telnet server (used by PC5250 and Host On-Demand V8)

# PTFed at V5R2

QFileSrv.400, DRDA, ODBC, JDBC

HTTP Server for iSeries (powered by Apache)

Management Central w

LDAP Server (Kerberos authentication only)

Windows Integration

FTP Server (EIM only when using client authentication with certificates or with an
FTP logon exit point program)

© 2004 IBM Corporation
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Notes: Kerberos and EIM enabled OS/400 applications

¢0S/400 client and server applications that are currently enabled for single signon are:

—0S/400 Host Servers (5722-5S1 Option 12): currently used by iSeries Access for Windows and iSeries
Navigator.

—Telnet server: currently used by PC5250 and Host On-Demand Version 8: Web Express Logon feature.
—Open DataBase Connectivity (ODBC): allows single signon access to 0S/400 databases through ODBC.
—Java Database Connectivity (JDBC): allows single signon access to 0S/400 databases through ODBC.

—Distributed Relational Database Architecture (DRDA): allows single signon access to 0S/400 databases
through ODBC.

—QFileSrv.400

—LDAP Server (the LDAP server supports Kerberos authentication only. EIM is not used during the
authentication process)

*The following applications were enabled for EIM and/or Kerberos in V5R3:
—Management Central for authentication between endpoint systems and the central system.
-Windows Integration for user enrollment and for submitting network server commands.

—HTTP Server for iSeries (powered by Apache) when using Microsoft’s Internet Explorer 5.0 or higer.
This support was also added to V5R2 via the HTTP group PTF.

—The V5R3 enhancement of storing user certificates in LDAP servers, provides also the ability for
0S/400 applications, such as the FTP server, to use EIM for lookup operation of a target association. This

function only pertains to OS/400 applications using digital certificates for client authentication. It is not
related to Kerberos at all.

© 2004 IBM Corporation
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Network Authentication Service (NAS)
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Network Authentication Service (NAS)

» Kerberos service principal configuration wizard
New wizard in iSeries Navigator
Add service principals for

#-Hg Basic Operations

+

-5 work Management

0S/400 Kerberos authentication
Directory Services (LDAP)

IBM HTTP Server for iSeries
(powered by Apache)

iISeries Netserver interfaces

Logical Partitions

i

%8 Network Authentication Service Configuratiol

. e

H
H
i §

H .10
o @ b
#

; “onfiguration and Service!
Metwork,
s

Authorization Lists

sks - Sophiad
dd a connection
1stall additional componelits ian S
evkah, .,

and Groups
Qj Databases

Welcome to the Metwaork Authentic
M provide strong authentication for o
take you through the steps needec
Service an your system.

“f Network Authentication Service Configuration - Select Keytab Enl

M F

1iGes =gl
Kerberos enabled services require a keytab file to authenticate client identities. & keytab file iz used to securely

store an encrypted version of the service principal's long term key.
i j i U like to add or update the keytab entry?

[V LDAP

¥ HTTP Server powered by Apache

[V iSeries NetServer

Click the Details button to see which keytab entries already exist on the server ahd which are mizzing.

Detailz... |

Click Cancel st any time to cancel

= Back I Mext = r;l Firiisty Cancel

Creake Shorkcuk
Customize this Miew #

I'e al

NAS Configuration Wizard

Properties

Finizh I Cancel |
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Notes: Network Authentication Service (NAS)

This new V5R3 wizard in iSeries Navigator allows administrators to add service principals for 0S/400 Kerberos
Authentication, Directory services (LDAP), IBM HTTP Server for iSeries or iSeries NetServer interfaces.

During Enterprise Identity Mapping (EIM) configuration, the EIM wizard will check if hetwork authentication
service is configured. If it is, the wizard will then check if keytab entries for any of these system interfaces are

missing. The EIM wizard will then start the Kerberos service principal wizard, so that the administrator can add
these services to the keytab file.

© 2004 IBM Corporation
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Network Authentication Service (NAS) - continued

« EIM configuration wizard checks if NAS is configured

Checks for missing keytab entries

— New wizard is started to add keytab entries

b Metwork Authentication Service (Kerberos) is either currently not configured on the system or needs
additional configuration to set up a single signan environmerit.

yyould you like to configure Metwork Authentication Service at this time?

=0l

Help | 2 '

© 2004 IBM Corporation
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Welcome to the Kerberos service principal configurstion wizard.

Kerberos has already been configured on your system. However, additions| Kerberos con
necessary to set up a single signon environment. Some Kerberos service principals may
updated.

Click Cancel at anytime to cancel the wizard.

Kerheros enabled services require a kevtab file to autherticate client idertities. & keytsh file is used to securely store
ah encrypted version of the service principals long term key.

For wwhich of the follovwing services would you like to add or updste the kevtab entry?

¥ LDap

[V HTTP Server powerad by Apache

[V iSeties MetServer st of Existing and Missing Keyt: x|

This table showes all the possible keytah entries that are recommended for single
signon. Those entries with checkmarks beside them already exist on the server,

Sl Bolis D Principal Type Principal Matne I Exists
QS/400 krbavrd400iaz25 tzorach ibm.com ~ -
LDAR Idapias25 tzoroch.ibim.com O
HTTP HTTPfas25 tsoroch ibm.com C
MetServer HOSTiaz25 tzorach.ibm.com r
MetServer cifsfaz23 tzaroch ibm com O
NetServer HOSTias25 O
MetServer cifsfas2s I
MetServer HOSTigas25 O
hlist e, Ak 3
i o

Keytab entries
Cloze |

Kerberos Server Principal
Configuration Wizard

Cancel

= Back I Mext = I

Cancel
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Notes: Network Authentication Service (NAS)

During Enterprise Identity Mapping (EIM) configuration, the EIM wizard will check if network authentication
service is configured. If it is, the wizard will then check if keytab entries for any of these system interfaces are
missing. The EIM wizard will then start the Kerberos service principal wizard, so that the administrator can add

these services to the keytab file.

© 2004 IBM Corporation iseries. myseriesl
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Network authentication service (NAS) - continued

 Improved host name resolution

— Alert messages when host names from PC and iSeries do not match

* New interoperability tool with Microsoft Windows Active Directory
— Batch file support to operate with iSeries server

"a Network Authentication Service Configuration - Specify Realm Information = =]

r To use Kerberos, a system must be configured to be part of &t least one Ketberos realn. This realm is known as the
ﬁ,., default realm for the system.
M !‘

vihat is the default Kerberos realm for this system?
Defautt realm: |ITSO.IBM.COM

v Microsaft &ctive Directory is used for kerberos authentication:

NAS Wizard

"a Network Authentication Service Configuration - Create Batch File = =] ES|

1 Several of the configuration tasks for NAS can be automated by cresting a batch file of commands for youto runon
4 the Windovws Active Directory server. Would you like to create this batch file?
ﬁ'_‘- =+ Yes
[ l'

Batch file: !Jsers\DUcumerﬂs\JBM\Clierﬁ Access\NASCUnfig.baﬂ Browyse.. |

¥ Include password in the batch file

yarning: If you include the passward it will be in clear text and will be viewable to anyone with read
acocess to the batch file. Delete this file immedistely after using! If you do not include the passward, you
willbe prompted for the password when the batch file is run

™ Mo

= Back Mext = Firiizh Cancel

= Back I Pext = l\ I Firzt Cancel
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Notes: Network Authentication Service (NAS)

Improved host name resolution

In a Kerberos environment, both the client and the server use some method of host name resolution to
determine the host name for the system on which a particular application or service resides. If the iSeries and
the PCs use a Domain Name System (DNS) server, it is important that they use the same DNS server to
perform host name resolution or, if they use more than one DNS server, that the host names are the same on
both DNS servers.

If your iSeries system or PC resolve host names locally (from a local host table or file) they might resolve a
host name that is different than the corresponding host name recorded on the DNS server. This might cause
network authentication service to fail.

Within the network authentication service and Kerberos service principal configuration wizard, administrators
will be provided with messages that alert them when host hames resolved from a PC and the iSeries do not
match. If host names do not resolve, administrators can optionally create multiple keytab entries for each of
these host names.

Interoperability with Microsoft Windows Active Directory

When running the NAS wizard and selecting the option that Microsoft Active Directory is used for
authentication, a batch file will be created when finishing the wizard. This batch file will contain the necessary
commands to set up a domain user account for a service and then map the Kerberos service principal to the
corresponding account. The wizard prompts for a batch file name and location. It also allows an administrator
to decide whether the service passwords are stored within the batch file. If you select not to store the
passwords in the file, Windows will prompt you for the passwords when running the batch file on the Windows
server.

© 2004 IBM Corporation
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Network authentication service (NAS) - continued

» Kerberos server support in V5R3 OS/400 PASE
— Also known as KDC (Key Distribution Center)

» Support for IBM HTTP Server for iSeries (powered by Apache)
— Keytab entries can be created for HTTP server
— HTTP instances accept Kerberos tickets to authenticate users
* New Synchronize Functions Wizard in iSeries Navigator
— Propagate configuration info from model system to endpoint systems

© 2004 IBM Corporation
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Notes: Network Authentication Service (NAS)

Kerberos server support in V5R3 of OS/400 (Key Distribution Center or KDC)

An administrator can now configure a Kerberos server in 0S/400 Portable Application Solutions Environment
(PASE). 0S/400 PASE provides an integrated run-time environment for AIX applications. Please refer to the
V5R3 Infocenter in order to configure the Kerberos server in PASE.

The following licensed programs are needed to run the Kerberos server on iSeries within a PASE environment:
*0S/400 Host Servers (5722-SS1 Option 12)

*0S/400 PASE (5722-SS1 Option 33)

eQshell Interpreter (5722-SS1 Option 30)

*Cryptographic Access Provider (5722-AC3)

eiSeries Access for Windows (5722-XE1)

Kerberos support for IBM HTTP Server for iSeries (powered by Apache)

HTTP server for iSeries now supports Kerberos authentication. During configuration of network authentication
service, administrators can optionally create keytab entries for HTTP server and configure their HTTP server
instances to accept Kerberos tickets to authenticate users.

New Synchronize Functions Wizard

This new wizard in iSeries Navigator allows you to propagate a network authentication service configuration
from a model system to multiple endpoint systems. Management Central is used to pass the NAS configuration
info from the model system towards the endpoint system(s).

© 2004 IBM Corporation
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Universal Connection Wizard

* iSeries servers or partitions can P D .
access eCare services through T

another server’'s modem or
Internet connectivity
* V5R3 connectivity options require:
— Digital Certificate Manager L .
= 5722-SS1 option 34 | [ e | ek | s
— Cryptographic Access Provider
= 5722-AC3
* V5R3 connectivity options are

protected by a Virtual Private
Network (VPN)

MyCompany

© 2004 IBM Corporation - ] -
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Notes: Universal Connection Wizard

In case you used the AT&T or Multi-hop connectivity options of the IBM Universal Connection in previous
releases and you want to continue using them in V5R3, you will now will need Digital Certificate Manager
(OS/400 option 34) and the Cryptographic Access Provider product (5722-AC3) installed.

Previously, you only needed those when the Universal Connection was used with a Virtual Private Network
(VPN) through a customer-provided Internet Service Provider (ISP).

Starting with V5R3, all connectivity options are now protected by a VPN.
In V5R3, it is now possible for an iSeries server or partition to access IBM electronic customer support
services, through another server’'s modem or Internet connectivity.

In our foil we have the following example to connect to IBM electronic customer support services,: the iSeries
A partition uses a PPP connection through its local modem to an AT&T Local Interface Gateway (LIG). If iSeries
B partition, iSeries C partition or iSeries D connects, a PPP connection is made through an L2TP tunnel using
the remote modem on iSeries A partition to the AT&T LIG.

iSeries A partition acts as a connecting point for iSeries B partition, iSeries C partition as well as for iSeries D
by using a L2TP terminator profile on iSeries A partition. All partitions in this example are running V5R3 of
0S/400.

If running V5R3, a VPN is established through the AT&T LIG and the Internet to a VPN Gateway at IBM.

© 2004 IBM Corporation
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Virtual Private Networking

» There are 2 new identifier types

— My Local IP address

= This represents all local IP
addresses on an initiator system

= Does not require policy filters to be
created

= Solves local key server and data
endpoint problem on multi-homed
systems

— |Pv4 host name

= Can be defined in the following
places:

© 2004 IBM Corporation
PAGE 29

The remote key server identifier type in
an Internet Key Exchange Policy

The remote address identifier in the
connection's properties

The policy filter definition for a connection
group's properties

Local Data Endpoint

address,

ldentifiar type;

iy local IP addrase

@ server’

What are the local endpoints of the data thatthis connection will protect? Mote, ifthe local
gystern is acling ag a host, and the endpoint is a dynamically assigned address, select
Point-to-point profile as the identifier tvpe, and selectthe profile thatis used to obtain the

[dentifier:

Bubnel mask: |

ew Internet Key Exchange Policy - As25 |

Femote Server | Associationsl Transformsl

Identifier type: IIF' wersion 4 - Host name
IP wersion 4 address range
Identifier: IP version 4 subnet
Ary IP warsion 4 address
|F Address;

SUknetrEsk:

Addtess rande

User @ fully gualified domain name
Key identifier

Hast name
Distinguished name

IP wersion 4 - Host name

3 K
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Notes: Virtual Private Networking

Within V5R3, there are two new identifier types that can be selected when defining VPN key exchange policies
and connection data endpoints. The identifier types include local IP address and IPv4 host name.

My local IP address

The identifier type, My Local IP Address, can be selected to define the local key server type for an Internet Key
Exchange Policy or the local data endpoint in a connection definition.

When selected, VPN uses an available IPv4 address. VPN connections which use this identifier type must not
use a policy filter.

The local system must be the initiator of the connection.

IPv4 host name

The identifier IPv4 host name can be selected to define a few different parameters:

*The remote key server identifier type in an Internet Key Exchange Policy

*The remote address identifier in the connection's properties

*The policy filter definition for a connection group's properties

The IPv4 host name resolves to the IP address of the host name specified as the identifier type.

© 2004 IBM Corporation - ] -
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Secure Sockets Layer

« GSKit 6B version of GSKit APlIs

« System SSL default cipher list changes

— TLS_RSA_WITH_AES_ 128 CBC_SHA

— TLS_RSA_WITH_AES 256 CBC_SHA
- Existing applications using default cipher suite list are NOT impacted
» Applications using iSeries native SSL_C APIs for secure sockets

— New include gsossl.h contains info previously in ssl.h
— ssl.h remains available and points to gsossl.h

© 2004 IBM Corporation
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Notes: Secure Sockets Layer

The Global Secure ToolKit (GSKit) is a set of programmable interfaces that allow an application to be SSL
enabled. It is part of 0S/400 V5r3. Just like the SSL_ APIs, GSKit APIs allow you to access SSL and TLS
functions from your socket application program (they are easier to program in than the previous SSL_APIs).

In the previous release, they were based on the GSKit 4D version, while starting with V5R3, they are based on
the GSKit 6B version.

A description of these APIs can be found within the V5R3 Infocenter in the Socket Programming topic under
Programming->Communications.

The System SSL default cipher suite list in V5R3 contains two Transport Layer Security (TLS) Version 1
Advanced Encryption Standard (AES) ciphers:

eTLS_RSA_WITH_AES_128_CBC_SHA

eTLS_RSA_WITH_AES_256_CBC_SHA

The AES ciphers are valid only with the TLS Version 1 protocol and when 5722-AC3 is installed.

In V5R1, the TLS_RSA_WITH_AES_128_ CBC_SHA cipher suite was already supported but the SSL enabled
application needed to be altered in order to allow using it.

Existing applications that use a default cipher list support will now support both cipher suites without any code
change. Applications that use a configured cipher suite list instead, need to be changed though in order to use
these new cypher suites.

If you still have an application written to the SSL_ C API, your source code should be updated to include
gsossl.h rather than ssl.h. The new include gsossl.h contains the same prototypes and other information
previously contained in ssl.h. The ssl.h will contain a pointer to gsossl.h.

© 2004 IBM Corporation
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New cryptographic APIs

* V5R3 OS/400 Cryptographic Services APls

— Data privacy

— Data integrity

— Authentication of communicating parties

— Non-repudiation of messages
 Cryptographic Access Provider 128-bit for iSeries required
* PTFed back for V5R2

« #4806 PCI-X Cryptographic Co-processor
— See V5R3 Hardware presentation for details

© 2004 IBM Corporation
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Notes: New cryptographic APls

With V5R3, there is a set of new 0S/400 Cryptographic Services APIs allowing you to ensure the following:
ePrivacy of data

eIntegrity of data

eAuthentication of communicating parties
eNon-repudiation of messages

The Cryptograhic Services APIs include the following:
eEncryption and Decryption APIs

eAuthentication APIs

eKey Generation APIs

ePseudorandom Number Generation APIs
*Cryptographic Context APIs

In order to enable full cryptographic capabilities, you need to install 5722-AC3, Cryptographic Access Provider
128-bit for iSeries. The APIs perform cryptographic functions within OS/400 itself or on the 2058
Cryptographic Accelerator for iSeries. Several of these APIs above are made available for V5R2 with PTFs
SI110060, SI10105 and MF31101. For more info related to Cryptographic APIs, please use the V5R3 Infocenter.

For info related to the #4806 PCI-X Cryptographic Co-processor, please see the V5R3 Hardware presentation.
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gital Certificate Manager — Expiration check

* New V5R3 DCM function allows you to view and manage certificates based on

certificate expiration date
Client and server certificates
Object signing certificates
User certificates

m Create New Certificate Store

wlnstall Local CA Certificate on
Your PC

whilanage Certificates
m View certificate

m Renew certificate
m Import certificate

m Export certificate
m Dielete certificate

m Validate certificate

m Check expiration
Set C& status
n Tpdare B Thcation

assignmett
m Assign auser certificate

p hlanage Applications
4]

o

TS TS T |

om0 D

T3

Expand All | Callapse Al |‘I Digital Certificate Manager 12
Manage Certificates =
p East Path
= Create Clestificate Select the type of action that you want to perform.

View certificate - View mformation pertaining to a cerbficate.
Renew certificate - Eeplace an existing certificate with a new
certificate.

Import certificate - Add a certificate to this cerificate store.

Export certificate - Copy a certificate to a file or another certificate
store.

Delete certificate - Eemove a certificate frommn this certificate store or
remove a certificate from a specific user identity,

Validate certificate - Validate a certificate in this certificate store.
Assign certificate - Assign a certificate to applications.

Check expiration - Check the expiration dates of cettificates. a
Set CA status - Enable or disable a Certificate Authority (CA)

certificate in this certificate store.

Update CRL location assignment - Assign the Certificate
Eewvocation List (CEL) location for a Certificate Authonty (CA).
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Notes: Digital Certificate Manager — Expiration check

In V5R3, the Digital Certificate Manager (DCM) allows you to view and manage certificates based on certificate
expiration date.

You can check certificate expiration for server or client certificates and object signing certificates on the local
system.

You can also check user certificate expiration: either for a specific user profile, for all user certificates on the
system, or even for all user certificates within an enterprise when EIM is configured on the system.

For a complete details
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Digital Certificate Manager — LDAP location

* In V5R3 the administrator can store user certificates in the LDAP directory
Prior to V5R3 user certificates stored with OS/400 user profile

New LDAP location option available in Digital Certificate Manager
Requires EIM to be configured as well as target association for user

User certificate is added to the LDAP directory and EIM source association is
created for EIM identifier
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Notes: Digital Certificate Manager — LDAP location

Prior to V5R3, Digital Certificate Manager (DCM) was storing the user certificates issued by the Local
Certificate Authority (CA) with the OS/400 user profile signed on to DCM.

In V5R3, it is possible to configure DCM to store user certificates in an LDAP directory. In order to be able to
do this, the system must be configured to participate in Enterprise Identity Mapping (EIM).

The following tasks need to be performed in order to be able to store user certificates in an LDAP directory:
eUse the Enterprise Identity Mapping wizard to set up EIM

*Create a new X.509 system registry within the iSeries Navigator EIM domain management

eRegister the X.509 registry with the EIM domain

eAdd an EIM identifier and a target association for the 0S/400 user profile

eSet up and enable the LDAP location in DCM

eHave the users sign on to DCM to create the user certificates.

An entry will be created in the LDAP directory with a common name of the EIM identifier and the certificate will
be stored in the user certificate attribute. A source association for the user certificate will be created for the
corresponding EIM identifier.

0S/400 applications can now use the EIM certificate to user profile mapping for authentication purposes. So, if
you are using the FTP server with certificate-based client authentication, the FTP server looks up the target
user profile based on the user certificate that is being presented.
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gital Certificate Manager — Creating user certificates

* New cryptographic service provider selection list when creating user certificates
» Supported by Microsoft Internet Explorer browsers only
« Allows private/public key pair strength selection

© 2004 IBM Corporation
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Certificate Information

Common name: JDOE

Organization

A [T=0
unit:
Organization |IEIM (reqired)
name:

Locality or city: |Rochester

State or - {required:mintmum of 3
. | tinnesota
province: characters)
Country or
. s i
region: I (recquired)

To use this certificate for secure e-mail, enter vour e-mail address.

E-mail address: I
(user_name@domain_narne)

Selecta cryptograph.lc service provider to use when generating the private key for yvour
certificate. 1o el provider can affect the size of the key that 1z generated.

=

ryptographic service provider: [Bglacta cryptographlc service pro\ﬂder

emplus GemSAFE Card C5F1.0
Microsoft Base Cryptographic Providerwl.0
Microsoft Enhanced Cryptographic Provider w1.0
ticrosoft Strong Cryptographic Provider

| Schlumberaer Crentoaranhic Service Provider
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Notes: DCM — creating user certificates

In V5R3, a new option list is added, allowing the user to select a cryptographic service provider when creating
a user certificate.

A cryptographic service provider specifies the encryption and hashing algorithms as well as supported key
lengths that are available for cryptographic operations. When a user certificate is created in DCM, the service
provider defines the key length of the public/private key pair that is being created for a certificate signing
request (CSR). As user certificate’s key pair is generated on the user’s workstation.

The list of cryptographic service providers is only available for Internet Explorer browsers. The items that are
available to select from in the list depend on the installed cryptographic service providers in Windows.

We recommend selecting the strongest providers available: the longer the RSA (Rivest, Shamir and Adleman -
public key cryptography algorithm) keys are, the better is the protection strength.
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IBM eServer i5/0S (0S/400) Security enhancements

* |[FS Antivirus scanning

* Object integrity enhancement

 Audit data enhancement

- Changed security tools CL command authorities
 Miscellaneous OS/400

» Application administration
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IFS Antivirus Scanning Enablement

» Hosting the virus scanner on the system (iSeries) where the data is stored
simplifies management
* V5R3 EXxit points
—  QIBM_QPOL_SCAN_OPEN
QIBM_QPOL_SCAN_CLOSE
. Twotnew general security system values for IFS virus scanning using the V5R3 exit
points
—  QSCANFS (*ROOTOPNUD or *NONE).
= Specifies the integrated file systems in which objects will be scanned
= |[FS *TYPEZ2 only file systems /root, QOpenSys and UDFS

— QSCANFSCTL

= |f *ROOTOPNUD, scan file systems control values: *NONE, *FSVRONLY *ERRFAIL,
*NOWRTUPG, *USEOCOATR, *NOFAILCLO, *NOPOSTRST, ...

* New IFS scan object attribute for stream (*STMF) file and directory (*DIR) objects
—  *STMF: *SCAN (yes/no/chgonly)
*DIR: *CRTOBJSCAN (yes/no/chgonly)

- Enablement for third-party tools to scan files in file systems
— Example: StandGuard™ Anti-Virus from Bytware, Inc

© 2004 IBM Corporation
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Notes: IFS Antivirus Scanning

The iSeries operating system cannot become infected in the same way that Windows operating systems can.
To date there have been no viruses discovered that can hide within an OS/400 program object or file object
and affect the iSeries when used. Since 0S/400 will not run a dot execute (.exc) file, any virus contained in

such a file would not affect the iSeries.

However, the iSeries is well known as a file server, especially with its powerful Integrated File System (IFS)
capabilities. Therefore the iSeries could serve as a storage place for a virus that in turn could be transferred to
an operating system that could be victimized by that virus.

To address this situation Bytware offers anti-virus scan programs for files within the IFS. New in V5R3 is the
enablement structure for a more automatic scanning and detection of viruses within the IFS.

The enablement itself does not scan, detect or clean viruses, but instead provides the necessary
enhancements to allow a third-party native anti-virus solution to scan upon open and close (On-
access). The enablement feature, which is shipped with a default of "ON,” is designed to tie into a native anti-
virus solution to scan for, detect , and clean viruses. The addition of a native anti-virus solution is required in
order to use this new functionality of V5R3.

This can be set up using either new 0S/400 V5R3 command interfaces or new options using the iSeries
Navigator interface, discussed on this and the following slides.

Two new exit programs options are available in V5R3:
*QIBM_QPOL_SCAN_OPEN: Integrated File System Scan on Open Exit Program For this exit point, the
integrated file system scan on open exit program is called to do scan processing when an integrated file
system object is opened under certain conditions.
*QIBM_QPOL_SCAN_CLOSE: Integrated File System Scan on Close Exit Program For this exit point, the

integrated file system scan on close exit program is called to do scan processing when an integrated file
system object is closed under certain conditions.

Note, there is currently a vendor product available from Bytware, called StandGuard Antivirus. It runs on
0S/400 V5R1 and higher and scans IFS files for viruses and e-mail processed via the mail server framework.
Trt\ere aé‘e 5250 commands and menus for the configuration and there is an iSeries Navigator plug-in to set up
the product.

This slide introduces the new with V5R3 exit program registrations, system values, and object attributes that
affect what can be scanned and when.
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Notes: IFS Antivirus Scanning -2

Hosting the virus scanner on the system (iSeries) where the data is stored makes scanning easier and less
complex to manage.

Following slides give examples and discuss the Bytware StandGuard Antivirus product.

In V5R3 QSCANFS and QSCANFSCTL are two new system values that enable programs to be called from two
new registered exit program entries. Registered programs are intended to scan the files in the integrated file
system and “return the results” to the system. Once a virus is detected, the appropriate action can be taken
in order to eliminate the virus.
Note, do not scan the IFS using iSeries NetServer. Mapping a drive with all object authority exposes the
system to virus attack by a PC virus. Consider this could:

—Use up network resources

—Move data across the network in the “clear”

—Scanner can go into infinite loops

QSCANFS system value: The QSCANFS system value allows you to specify the integrated file system in
which objects will be scanned.

The value *ROOTOPNUD (default) means that objects of type *STMF in *TYPE2 directories in /root, QOpenSys
and User Defined File System (UDFS) are to be scanned. The file system the object is in must be fully
converted to type 2 to do so ,You can use the CVTDIR OPTION(*CHECK) command to determine if the file
a}]/_stem has fully converted. If Not the file system will show as *PENDINGCONVERSION while it is waiting for

is conversion.

The Integrated file system scanning is configured by registering exit programs to the integrated file system

scan-related exit points. These exit programs entries are QIBM_QPOL_SCAN_OPEN (Integrated File System

gcan on )Open Exit Program) and QIBM_QPOL_SCAN_CLOSE (Integrated File System Scan on Close Exit
rogram).

Note that only objects with IFS *TYPE2 directories are scanned.

QSCANFSCTL system value: The system value QSCANFSCTL controls the integrated file system scannin%
behavior and properties for file open and quates changes) if QSCANFS is set to *ROOTOPNUD. *NOPOSTRST

(explained later) applies anytime the IFS object is restored.

To limit the performance impact of virus scanning, 0S/400 will only call the exit program (scannin(? software)
to scan files for viruses, when a file has changed or when the virus definition file has been updated.
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Notes: IFS Antivirus Scanning - 3

Valid QSCANFSCTL parameter values include:

eDefault (*NONE specified): This indicates that the system uses the following scanning options when calling
the registered exit programs:

—Perform write access upgrades
—Fail close request if scan fails during close
—Scan on next access after object has been restored

* Scan accesses through file servers only (*FSVRONLY specified): By selecting this option, only
accesses from a file server to the iSeries server are scanned. Accesses through the Network File System (NFS)
are scanned as well as other file server methods. However, native or direct connections to the iSeries server
are not scanned. If this option is not selected, all accesses will be scanned no matter if you connect directly to
the iSeries or through a file server.

Note, do not scan the IFS using iSeries NetServer. Mapping a drive with all object authority exposes the
system to virus attack by a PC virus!

—Uses up network resources
—Moves data across network in the “clear”
—Scanners can go into infinite loops

*Fail request if exit program fails (*ERRFAIL specified): By selecting this option, you are specifying to
fail the request or operation which trig%ered the call to the exit program, if there are errors when the exit
program is called. Possible errors may be that the program is not found or the program is not coded properly
to handle the exit program request. If this happens, the requested operation receives an indication that the
object failed a scan. If this option is not selected, the system will skip the failing exit program and treat the
object as if it was not scanned by this exit program.

*Perform write access upgrades (*NOWRTUPG not specified): By selecting this option (*NOWRTUPG not
specified), you are specifying to allow the iSeries system to upgrade the access for the scan descriptor passed
to the exit program to include write access, if possible. Use this option if you want the exit program to be able
to fix or modify objects even though they were originally opened with read-only access. If this option is not
selected, the system will not upgrade the access to include write access.
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Notes: IFS Antivirus Scanning - 4

Valid QSCANFSCTL parameter values continued

aUse “only when objects have changed” attribute to control scan (*USEOCOATR specified): By
selecting this option, the system will use the specification of the 'object change only' attribute to only scan the
object if it has been modified (not also because scan software has indicated an update). If this is not specified,
this 'object change only' attribute will not be used, and the object will be scanned after it is modified and when
scan software indicates an update.

JFail close request if scan fails during close (*NOFAILCLO not specified): When this option is selected
(*NOFAILCLO not specified), the system will fail the close request if an object failed a scan during close
processing. This option only applies to close requests.

If this option is not selected (*NOFAILCLO specified), the system will not fail the close request if an object
failed a scan even if the “Fail request if exit program fails option” is selected. For example, if the Fail request if
exit program fails option is selected and this option is not selected, the system will not send a failure indication
even though an object failed a scan during close processing. However, the object will be marked as failing a
scan.

1Scan on next access after object has been restored (*NOPOSTRST not specified): By selecting this
option (*NOPOSTRST not specified), objects will be scanned at least once after being restored no matter what
its object scan attribute is. If the object scan attribute is that 'the object will not be scanned,' the object will be
scanned once after being restored. If the object scan attribute is that 'the object will only be scanned if it has
been modified since the last time it was scanned,’ the object will be scanned after being restored because the
restore will be treated as a modification to the object.

If this option is not selected (*NOPOSTRST specified), objects will not be scanned just because they are
restored. Scanning depends on the object's scanning attribute. In general, it is good practice to scan restored
objects at least once. However, you may not select this option if you know that the objects being restored
were scanned before they were saved or they came from a trusted source.
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Notes: IFS Antivirus Scanning - 5

There are two new object attributes. *CRTOBJISCAN applies to a directory object and *SCAN applies to a byte
stream file object . They can be set either through the CHGATR command, the QpOISetAttr API, or the iSeries
Navigator interface. These new attributes are defined as follows:

‘Byte Stream File: *SCAN (yes/no/change only) states when the stream file will be scanned.

‘Directory: *CRTOBIJSCAN (yes/no/change only) states which *SCAN attribute will be given a stream file
when a stream file is created into that directory.

Important

The file system the object is in must be completely converted (all objects within the directory) to a *TYPE 2.
You can use the Convert Directory (CVTDIR) command’s OPTION(*CHECK) to determine if the file system has
been completely converted. In V5R3, shortly after the initial IPL, the system starts a background task that will
find any *TYPE1 to *TYPE2. Therefore it may appear that as if a file is in an *TYPE2 directory, but the file
system may not have yet completed this conversion. The SCAN status for an object will show as
*PENDING/CONVERSION if it is awaiting conversion.

The object attributes can be specified for either *TYPE1 (before conversion) or *TYPE2 directory file systems.
The actual scanning, if enabled, only occurs if the object exists in a file system that has been completely
converted to *TYPE2.

The next slides includes an IFS object with the new scan Properties information shown.
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IFS Antivirus scanning — iSeries Navigator

tomy Properties - As25 2] x|

General| Storage| Use  Security |

Auditing value: IChange LI
| Security Policy Properties - As25 ] =10l x| - User and group 10 when in use
User I0x IUse object value (Tormw) .ll
aeral I Public &utharity | User Domain Objects 5080 | Shared Memary I i o _I
Himary graup 107 IUse object value (Mone) -
eyregistered exit programs to scan the root(n, GOpensys, and user-defined file systems I
artral: —Scanning
" Use default scan control options Scan object: |Yes

+ Use specified scan control options

. Skatus:
- Scan control options — [%—*S'e-cu'pl% SCaf signature; Only when object has changed

[~ Scen acceszes through file' servers arily Cifarsy scani

e . System Values : :
e | eomrrr— IFS file properties

[~ Use ‘orly swhen ohiects have changed! stiribute to contral scan General I Storage I Use  Securty l
[~ Fail close reguest if scan fails during close Auditing value: !Change
Cipkions:
[¥ Scan onnext access after object has been restored 3 I™ Restr ok I Carcel Help
£ —Mew files and falders ———————————
Defaulk owner: Use Folder owner (Tamy)
Default primary graup: i
ok careel IUse folder primary group LI
— Scanning
Scan ohjects created in folder; Yes LI
Mo

Only when objects have changed

IFS folder properties

ok i Cancel | Help
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Notes: IFS Antivirus Scanning — iSeries Navigator

The left window on this foil shows the iSeries Navigator interface for the QSCANFS and the QSCANFSCTL
system values. They can be found on the Scan tab of the Security Policy within the Security container.

The Perform write access upgrades in the Scan control options allow the iSeries system to upgrade the
access for the scan descriptor passed to the exit program to include write access, if possible. You should use
this option if you want the exit program to be able to fix or modify objects even though they were originally
opened with read-only access. If this option is not selected, the system will hot upgrade the access to include
write access.

Within iSeries Navigator, you can right-click on the *TYPE2 directory tomv (IFS folder properties window
shown, lowest window) object where you have the Scanning option on the Security tab on the Properties page.
This corresponds with the *CRTOBJSCAN attribute. When you right-click on a stream file object within that
*TYPE2 directory, you have the Scan object parameter on the Security tab on the Properties page as shown in
the upper right window. This corresponds with the *SCAN attribute.

The next window shows the properties of a file after an object has been scanned.
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File properties: scan results example
Scanning Properties and Status
.Security tab omv Properties - As25 3 7 x|
.ObJeCt SCanned Generall Stnragel Use Securiby
_In b|nary Auditing value:. . S r—
—Successfully e
Lser ID: i i -
_In CCSIDs 500 and 1200 senn e il D
Primary group ID: .~ itscidgrp E
=Scan signature “does not match” i R
> Object needs to be Scancbject: s =l
rescanned Status:. Successful .
Scan signature; -0 Does mok igatcNyg
> Indicates a scanning update Binary .; Ll
such as new virus definitions SSIbE 0
=See InfoCenter at Files and file
systems -> Integrated file system e T e B
-> Concepts -> Scanning support e 0k | Concel | Hep |
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Object integrity enhancements

* New QydoCheckSystem API
— 0S/400 system integrity verification
Verify integrity of the code checking function
« CHKOBJITG command
— New SCANFS (*STATUS | *YES | *NO) parameter

© 2004 IBM Corporation
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Notes: Object integrity enhancements

Starting with V5R2 of OS/400, a code checking function can be used to verify the integrity of signed objects on
your system, including all operating system code that IBM ships and signs for your iSeries system.

With V5R3, you can use the new QydoCheckSystem API to verify the integrity of the code checking function
itself, as well as key operating system objects. You need *AUDIT special authority. When you run the API it
checks key system objects, including the *pgm and *svrpgm and selected *CMD objects in the QSYS library.

The CHKOBIJITG command checks the objects owned by the specified user profile, the objects that match the
specified path name, or all objects on the system to determine if any objects have integrity violations.

With V5R3 a new parameter Scan file systems (SCANFS) is added: it specifies whether objects in the
integrated file systems identified by the QSCANFS system value should be scanned or if their existing scan
status should be returned. This was explained earlier on a previous slide.

The OS/400 V5R3 support is an enablement function - no system function to do the scanning is provided. Any
programmer could perform the scanning functions. One example of such a scanning program is the one
provided by BytWare, StandGuard ™ Anti-Virus. We discuss this product on the following slides.
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StandGuard Anti-Virus for iSeries, from Bytware, Inc.

 Native "green-screen" and iSeries Navigator graphical interfaces

« Can be scheduled to run using iSeries job schedulers

« Powered by McAfee iSeries native scanning engine

« Automatic download of virus definitions direct from McAfee

* New V5R3 version takes advantage of new OS/400 V5R3 scan exit points

— Now provides "On-Access" scanning (open, change, save)

— Uses the QIBM_QPOL_SCAN_OPEN, QIBM_QPOL_SCAN_CLOSE exit points
— Called by OS/400 only "as needed” (On-Demand)

— Updates the file 'Scan status' flag to indicate if the file is good or infected

— OS/400 prevents infected files from being opened

— New V5R3 scan status flag eliminates need to rescan files that do not need to
be scanned again

— Full system scan substantially faster on V5R3 if virus definition files have not
changed

© 2004 IBM Corporation
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Notes: StandGuard Anti-Virus for iSeries, from Bytware

The StandGuard Anti-Virus for iSeries product has been available since V5R1. It can be and continues in V5R3
to be able to be scheduled to run automatical(lz?/ using the 0S/400 job scheduler, the Advanced Job Scheduler
(5722-3151), or any other third party job scheduling product.

The new V5R3 version contains enhancements, that include:
eUses the same virus definitions as McAfee PC versions, so there is no 'lag' time for 0S400 support

eCan also configure product to get files from a network path, in case customer already has McAfee .DAT files
somewhere on the network

eCan be called by 05/400 exit points (Ilisted on the slide) when file is opened and closed as specified via V5R3
system values and iSeries Navigator file interfaces.

Uses the same virus definitions as McAfee PC versions, which means there is no 'lag' time for 0S400 support
when this product is enhanced. You can also configure the product to get files from a network path, in case the
customer already has McAfee .DAT files somewhere on the network.

In addition to being able to be scheduled via the OS400 job schedule, the scan can be performed when the
IFS file is opened or changed (“on access”).

Under a heavy network load it is strongly recommended to restrict access to netserver while the scan is
running

StandGuard Anti-Virus for V5R3 will be available for 0S/400 V5R3 upon IBM’s announcement of general
availability. Customers with V5R3 systems can request full-featured trials by contacting Bytware directly at
http://www.bytware.com or call 775-851-2900.

Note: If you are using a PC to scan the IFS, most companies do their scans once a week or only 'as needed'
because it takes so long and interferes with normal operations. Note, under a heavy network load, we strongly
recommend restricting access to NetServer while scans are running.
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Audit data enhancement

* New QAUDLVLZ2 system value

— Extends possible number of auditing values being specified

— Can be used in conjunction with QAUDLVL system value
= Specifying *AUDLVLZ2 in QAUDLVL system value

* *NETCMN and *SECURITY auditing values split up in smaller units
— More granularity instead of all or nothing
— Audit journals filled up with entries users did not need

© 2004 IBM Corporation
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Notes: Audit data enhancement

The system value QAUDLVL could only store 16 auditing values prior to V5R3.

ByI introducing new auditing values, a new system value QAUDLVL?2 is added: it can contain up to 99 auditing
values.

It may be used in conjunction with the QAUDLVL value to store all available auditing values if necessary.

In case you specify *AUDLVL2 in system value QAUDLVL, you end up adding the values in QAUDLVL and
QAUDLVL?2 for auditing reasons. You can also use *AUDLVL2 in the QAUDLVL system value and then specify
the necessary auditing values in system value QAUDLVL?2.

The security auditing in V5R3 is updated with more (f;ranular auditing controls to let the user be more specific
in what they audit and to help reduce the flooding of audit journals.

The networking and security auditing values have been split up in smaller categories:
*NETBAS, *NETCLU, *NETFAIL, *NETSCK

*SECCFG, *SECDIRSRYV, *SECIPC, *SECNAS, *SECRUN, *SECSCKD, *SECVFY, *SECVLDL

If you still want to log all information of networking or security event, you can still specify the existing
*NETCMN and *SECURITY values.

It will now be possible to better control the amount of data that is being logged and journaled by using the
more granular level of auditing.
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Changed security tools CL command authorities

* Prior to V5R3, these commands are

DSPSECAUD Display Security Auditing
— Shipped with public authority , : ,
*EXCLUDE PRTADPOBJ Print Adopting Objects
B Requiring *ALLOBJ speCiaI DSPAUDJRNE Display Audit Journal Entries
auth ority PRTPVTAUT Print Private Authorities
o Startlng with V5R3, the commands are PRTPUBAUT Print Publicly Auth Objects
. Shlpped with pUb”C authority PRTCMNSEC Print Communications Security
*USE PRTJOBDAUT Print JOBD Authority
— Require *AUDIT special authority | PRTQAUT Print Queue Authority
— Require *ALLOBJ and any other PRTSBSDAUT Print Subsystem Description
required special authority PRTSYSSECA Print System Security Attribute
PRTTRGPGM Print Trigger Programs
PRTUSROBJ Print User Objects
PRTUSRPRF Print User Profile
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Notes: Changed security tools CL command authorities

Prior to V5R3, the following commands required *ALLOBJ special authority.
They were shipped with *EXCLUDE public authority.
Starting in V5R3, the commands are shipped with *USE public authority.

In V5R3, a user that only has *AUDIT special authority (as well as users who have *ALLOBJ and any other
required special authorities) now can run the commands shown on the slide.
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Miscellaneous 0S/400

» OS/400 message handling changes
— The active user profile is stored with each message
— Can be different from the user in the qualified job name
* New user profile parameter fields
— LCLPWDMGT parameter
= specifies whether user profile password should be managed locally
— EIMASSOC parameter

= specifies whether EIM association should be added to EIM identifier for the
user

= you can also specify whether or not the EIM identifier should be created
 Authorization changes
— Default value for AUT parameter on several CRT commands (LIN,CTL,DEV)
= Changed from *LIBCRTAUT to *CHANGE

= Solves problem with public authority of automatically created configuration
objects

© 2004 IBM Corporation
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Notes: Miscellaneous OS/400

Starting with V5R3, the active user profile is being stored with each message. The active user (or current user)
profile is the user profile that the job is doing work for. It can be different from the user name in the qualified
job name if the job had swapped to run under another user profile. This is being shown as the ‘From’ user on
the DSPMSG or WRKMSG additional message information screen.

New user profile parameter fields

eThe LCLPWDMGT (Local password management) parameter specifies whether the user profile password
should be managed locally. If you do not want to manage the password locally, the password value is still sent
to other IBM products that do password synchronization (for example: iSeries Integration for Windows
Server). By specifying *NO, the local password is set to *NONE and the user is not able to sign on to the
system directly, nor is he able to use the CHGPWD command to change its own password. This value should be
used if the user only needs to access the iSeries through some other platform, such as Windows.

eThe EIMASSOC (EIM association) parameter allows you to define EIM identifier associations for the specified
user profile for the local registry. To use this parameter, you specify the EIM identifier, an action option for the
association, the type of identifier association, and whether to create the specified EIM identifier if it does not
already exist.

The QCRTAUT system value provides the default public authority granted when new objects are created that
refer to this system value in their command’s authority AUT parameter or via the library default create
authority. The default value for the QCRTAUT system value is *CHANGE. This may introduce a higher authority
level to new objects than actually needed. However, prior to V5R3, when changing this system value to *USE
or *EXCLUDE caused problems for some objects, such as automatically created device descriptions. In V5R3,
the default value for the AUT parameter has changed from *LIBCRTAUT to *CHANGE on several CRT
commands for line, controller and device description. This solves the problem with public authority of
automatically created configuration objects we had prior to V5R3.
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Application administration

* iSeries Navigator Application Administration functions available also on
new CL command support

© 2004 IBM Corporation
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WRKFCNUSG (Work with Function Usage)
CHGFCNUSG (Change Function Usage)
DSPFCNUSG (Display Function Usage)
Consider writing a CL program

= Distribution to other systems across the network is supported
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Notes: Application administration

The Application Administration interface in iSeries Navigator provides the administrator with an interface to
manage access to iSeries Access for Windows, iSeries Navigator and OS/400 and TCP/IP applications.

Prior to V5R3, the only way to define access to these applications was through the graphical Application
Administration interface.

With V5R3, new CL commands Display Function Usage (DSPFCNUSG), Work with Function Usage
(WRKFCNUSG) and Change Function Usage (CHGFCNUSG) are available to manage access through the 5250

command line interface. On one system, the administrator can now write a CL program that contains all access
policies and restrictions. Afterwards, he can distribute the program to other systems within the network.
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Application security enhancements
« APl changes
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Additional information

* iSeries Information Center at
http://publib.boulder.ibm.com/pubs/html/as400/infocenter.htm

* VOR3 iSeries Security Reference, SC41-5302-07
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